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“You have to do due diligence, something to assure yourself  
that the people you’re giving your data to can be trusted.”  

--http://www.nytimes.com/2011/09/09/us/09breach.html?hp 
 
I. Introduction. 

1. Trans-Border access to microdata is essential in today’s global world, where researchers 
are highly mobile.  Consider, for example, the field of demography, where one-fifth of the 
membership of the International Union for the Scientific Study of Population (IUSSP) 
resides outside the country of birth.  To require that researchers physically present 
themselves within national borders to access census microdata is old-fashioned, costly 
and inefficient.  IPUMS-International disseminates cross-national and temporally 
integrated census microdata extracts to researchers world-wide at no cost.  According to 
Google Analytics, https://www.ipums.org/international generated more than 45,000  visits 
(one-half million page views) over the past twelve months, representing 169 countries 
and territories.  An analysis of pages visited and new applications for access suggests 
surprising insights on the effectiveness of IPUMS disclosure controls in restricting access 
to bona-fide researchers and excluding casual user, even the much cited, if rarely seen, 
privacy-threatening intruder.    

2. IPUMS-International offers a comprehensive suite of disclosure control protections—
statistical, legal and administrative—to minimize risk and maximize utility of integrated 
census microdata and metadata for researchers around the world.    Would-be users must 
submit a detailed, legally binding electronic application both to establish research bona-
fides and to explain need for access.  The University of Minnesota Population Center 
(MPC) administers the dissemination of the microdata, assiduously policing access and 
enforcement of the agreements.  As an example, this paper discusses the contract 
executed between the Federal Statistical Office of Switzerland and the University of 
Minnesota for disseminating five percent samples of four censuses, 1970-2000. 

3. The IPUMS-International project has negotiated uniform agreements (Appendix A) with 
98 national statistical offices (21 in Europe) to disseminate integrated census microdata to 
accredited researchers world-wide at no cost through a single licensing agreement 
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(Appendix B).  As of June 2011, 185 samples of integrated microdata and metadata for 
the censuses of 62 countries (397 million person records) are available to almost 5,000 
registered researchers from more than 100 countries.  Thanks to exceedingly generous 
cooperation from National Statistical Offices worldwide and sustained funding by the 
National Science Foundation, the National Institutes of Health (USA), and Research 
Infrastructures Action (EU), the database is expanding at the rate of 5-10 additional 
countries per year (see Table 1).   The project (www.ipums.org/international) is led by the 
University of Minnesota Population Center (MPC) in partnership—for the censuses of 
Europe—with the Centre d’Estudis Demogràfics (CED), Autonomous University of 
Barcelona (www.iecm-project.org).       

4. Usage statistics for 2011 reveal a year-to-year increase of 22% in the number of 
registered researchers and 39% in the number of extract requests.  In 2011, over 8,000 
extracts were made.  The average extract consisted of 5 samples and 35 variables.  For a 
decade now, 40 variables account for 60% of the extract requests and among these are 
sixteen IPUMS value-added variables, four of which are imputed from household 
information and, as such, are unique to IPUMS:   
 spouse’s location in household,  
 mother’s location,  
 father’s location, and  
 rules for inferring locations.   

II. Trans-Border access:  legal, administrative and statistical disclosure controls 

5. Trans-Border access to microdata is essential in today’s global world, where researchers 
are highly mobile.  Consider, for example, the field of demography, where one-fifth of the 
membership of the global professional society, the International Union for the Scientific 
Study of Population (IUSSP), resides outside their country of birth.  For the 506 members 
of the IUSSP resident in the USA, thirty percent were not born there.  Of Chinese born 
demographers, almost one-third reside outside China.  For German and Dutch born 
IUSSP members the fraction is even higher.1  For many demographers—and many social 
science researchers in general—trans-border access is essential if analysts are to research 
census microdata of their country of birth.   All census microdata in the IPUMS-
International system are accessible to bona fide researchers2, regardless of country of 
birth, residence or citizenship.   

6. To maximize effectiveness disclosure controls for access to census microdata must be 
legal, administrative and statistical (Thorogood 1999).  Otherwise utility is sacrificed on 
the altar of risk.   Access to the IPUMS-International microdata is restricted—despite the 
“P” (Public) in IPUMS—governed, on the one hand, by the letter of understanding 
endorsed by the University and the National Statistical Authority, and, on the other by the 
license agreement between the University, the researcher, and the researcher’s institution.  
The letter of understanding grants the right to the University to disseminate microdata 

                                                 
1 Statistics provided to the authors by the Secretariat of the International Union for the 
Scientific Study of Population, September 14, 2011. 

2 Note that we refer “bona fide researcher”, not the term cited by Duncan et al (2011, p. 139).  
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extracts electronically for teaching and research purposes, according to the authorization 
procedures stated in the agreement.  Microdata may not be used for commercial purposes.  
Strict confidentiality of persons, households and other entities must be maintained.  
Alleging that a person or other entity has been identified is prohibited.  The University is 
charged with assuring that users will guard against access to the microdata by 
unauthorized individuals.   

7. The fact that IPUMS-International distributes microdata electronically as custom extracts, 
tailored as to country(ies), census year(s), subpopulation(s), and variables, according to 
the individual needs of the researcher, provides additional incentives for users to jealously 
guard the microdata.  Since complete datasets are not distributed on CD or other medium, 
the temptation to share microdata with unauthorized individuals is greatly reduced. 

8. Google Analytics suggests that the IPUMS registration form alone is a substantial 
deterrent to casual users.  Over a recent twelve month period, 5,593 views of the 
registration page yielded only 1,056 completed applications. The reason for the large 
drop-off is that the registration form is a daunting deterrent to the statistically naive.  The 
applicant must agree to abide by each of ten stringent restrictions on condition of use—
prohibiting redistribution, restricting to scholarly use, prohibiting commercial user, 
protecting confidentiality, assuring security, enforcing strict rules of confidentiality, 
permitting scholarly publication, citing properly, threatening disciplinary action for 
violations, and the reporting of errors.   

9. A qualified researcher will readily agree to these conditions and complete the form 
regardless of how much time is required, while the unqualified—faced with identifying 
by name the Human Subjects Protection Committee of his or her institution, supervisor, 
and website listing the individual’s institutional affiliation as well as describing the 
research project for which the microdata are to be used—will not complete the form at all 
(see Appendix B).  Web page controls make it impossible to submit incomplete 
applications.  

10. Of the completed applications a mere 46 were denied—in a majority of cases because the 
currently disseminated census microdata were not suitable for the proposed research.  The 
daunting details required to complete the form leads to self denial by the casual visitor.  
Once the registration is submitted, applicants are carefully vetted to prevent access to 
researchers who are unqualified or who lack a research need.  Before an individual 
account is activated, as the epigraph advises, we do “due diligence” to confirm the 
identity and to establish the research bona fides of each applicant.  The application binds 
both the researcher and the researcher’s institution.  The Legal Counsel of the University 
of Minnesota is poised to strike at the first indication of misuse. 

11. Where the statistical agency entrusts the task of applying some or all of the statistical 
disclosure protections to the IPUMS project, we impose protections on a subjective, ad-
hoc basis as negotiated with each country for each census.  Contemporary microdata, say 
from a census taken less than ten years ago, require greater protections than older, 
historical data.  

12. The most important statistical control is the suppression of records by subsampling.  All 
the values in the records outside the sample are suppressed.  Second, is the suppression of 
names and geographical detail, such as place of birth or residence.  Each statistical 
authority balances this trade-off by instructing the IPUMS project as to the minimum 
threshold for identifiable geographical units for the most recent census.  In the case of 
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many African and Latin American countries, the threshold is commonly set at 20,000 
inhabitants in the latest census.  Others place it as high as 100,000 (United States) or in 
the most extreme case (Netherlands) all administrative geography is suppressed.  We are 
gratified that in some cases our statistical agency partners have reconsidered earlier 
decisions, offering higher precision samples (Mexico 1990 increased from one to ten 
percent) and greater detail.  In the case of Colombia, the geographical threshold, initially 
set at 100,000, was reduced to 20,000 after Colombian researchers vigorously registered 
their dissatisfaction.  The Colombian statistical agency not only reduced the threshold, but 
also harmonized the identifiers so that all the census microdata samples for Colombia 
could be disseminated with a single set of integrated geographical codes, in harmony with 
current practices.   

13. In consultation with the national statistical office, some variables may be top-coded, 
others may be subjected to global recoding, deletion of digits for hierarchical variables 
(occupation, industry, geography), or the suppression of a variable entirely.  Decisions are 
made in consultation with the corresponding national statistical authority.  Sensitive 
variables, if any, may also be wholly suppressed.  Weight variables are usually not a 
confidentiality risk because most samples adopt the IPUMS design and are therefore 
implicitly stratified with a single weight, such as “10” for a ten percent sample.   

14. An additional, iron-clad guarantee of protection is provided by randomly ordering the 
records and swapping the geographical identifiers of an undisclosed number of 
households.  This means that no one can assert with certainty that an individual or 
household has been identified. 

15. For a concrete example of the IPUMS process, consider the case of the 1970-2000 
censuses of Switzerland.  The Federal Statistics Office (FSO) prepared five percent 
household samples for each census according to the IPUMS standard design.  Households 
were ordered geographically from highest to lowest administrative level.  A random seed 
was chosen for the first household, then every 20th household was selected.  The samples 
were entrusted to the MPC to apply standard IPUMS statistical disclosure control 
protections, as follows: 
1) Detailed geographical codes were suppressed.   Canton was selected as the lowest 

level geography identifiable in each sample. 
2) Any geographical unit with fewer than 20,000 individuals was aggregated:  the code 

for cantons with fewer than 20,000 persons was aggregated with a co-terminous 
canton; a new label was formed to include both cantons.   

3) Any social characteristic of individuals (categorical variables such as place of birth, 
occupation, etc.) with fewer than 250 individuals in the population were recoded as 
missing, suppressed or aggregated.   For the 2000 sample, 68 variables had one or 
more cells suppressed.   

4) 12 continuous variables (such as income, size of rooms, etc.) were top/bottom coded 
to prevent identification of individuals or other entities with unique characteristics.  

5) The geographical identifiers of a fraction of households were re-coded from the actual 
canton of residence to a false canton.  The error introduced provides absolute 
protection against allegations of positive identification of individuals or households.   

6) Households with more than 15 persons were re-classified as group dwellings and 
residents were sampled as individuals (n=2,294 for the 2000 sample).   

7) Finally, the FSO required the University to certify the destruction of the original, raw 
microdata files upon completion of the technical disclosure control process.  
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16. IPUMS privacy protection protocols provide powerful disclosure control protections at 
modest cost in terms of biases introduced into the data—a growing concern of researchers 
as more statistical agencies undertake the task of developing statistical disclosure controls 
(see Reiter 2011).  Uniform protocols enhances comparative research and minimizes 
infelicities due to variations in confidentiality procedures and errors due to programming 
mistakes, such as the embarrassment experienced recently by the United States Census 
Bureau with respect to the microdata files of the American Community Survey 
(Alexander, Davern and Stevenson 2010).   

17. Census agencies that confidentialize microdata must take heed of this unfortunate 
episode.  Due to a programming mistake age reporting of the elderly was egregiously 
corrupted in a large fraction of cases in the sample.  Researchers could not prove the error 
until they were able to compare the confidentialized sample against the full-count non-
confidentialized microdata available through the Census Bureau’s Research Data Center.  
The story broke on the front pages of the New York Times, shortly before the 2010 
census got underway.  In the case of IPUMS statistical disclosure controls, both our 
Statistical Agency partners and researchers are reassured that microdata disseminated by 
IPUMS are carefully checked for coherence and robustness not only before the microdata 
are disseminated to researchers but also before the microdata are integrated into the 
IPUMS database.           

III. IPUMS-International: a massive, widely used, global resource for restricted 
access to census microdata    

18. IPUMS-International (www.ipums.org/international) archives, integrates, and 
disseminates high precision, richly detailed microdata from national population and 
housing censuses.  This massive data infrastructure—currently totalling more than 397 
million anonymized, integrated person records representing more than 100 million 
households—will expand to 68 countries and 210 censuses with the upcoming release in 
June 2012 (see Figure 1).   

19. Twenty-one European countries currently participate in the IPUMS/IECM initiatives.  
The status of microdata is as follows (number of sets of microdata contributed in 
parentheses):  

 16 are integrated:  Armenia (1), Austria (4), Belarus (1), France (7), Germany 
(4—includes GDR, FRG and 4 microcensuses to be integrated), Greece (4), 
Hungary (4), Ireland (8), Italy (1), the Netherlands (3), Portugal (3), Romania (3), 
Slovenia (1), Spain (3), Switzerland (4), and the *United Kingdom (2—to be 
expanded to 6).   

 5 are being integrated:  Bulgaria (0), the Czech Republic (2), Poland (2 to be 
expanded to 5), Turkey (3 to be launched in 2012), and Ukraine (0) 

 In several European countries, national statistical offices continue to consider 
participation.  Others that previously declined invitations to be founding members 
of the initiatives are invited to reconsider. 

20. The 2012 IPUMS launch is scheduled to incorporate samples for Turkey (1985, 1990, 
2000)—as well as five other non-European nations (El Salvador, Indonesia, Morocco, 
Mexico, and Uruguay).  Additional launches are planned for successive years, integrating 
2010 round census samples as expeditiously as they become available.     
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Figure 1. Status of census microdata for countries participating  
in the IPUMS-International collaboratory, June 2012:   

3 shades of green--Integrated (dark), Integrating (medium), and Negotiating (light). 

Microdata

Disseminating

Integrating None entrusted

None inventoried

 

21. Although access to the IPUMS-International microdata is free of cost, usage is restricted 
to bona-fide researchers who agree to abide by stringent conditions of use (Appendix B).  
IPUMS disseminates extracts, custom-tailored to the precise research needs of each user.  
This contrasts with the practices of most statistical offices where census microdata are 
disseminated as complete sets, consisting of an entire sample containing all variables and 
all person records.  Typically, when a statistical office fulfils a request it consists of a 
sample for a single year and each researcher receives exactly the same set of data and 
documentation.  Given the massive size of the IPUMS-International database, 
disseminating the full set of variables and unvarying size of samples is impractical.  Most 
importantly, IPUMS disseminates microdata for more than one sample per request.  83% 
of requests are for more than one sample.  This is possible because both microdata and 
metadata are integrated for all censuses and all countries.  Nonetheless 88% of requests 
are for microdata from a single country.    

22. With IPUMS no two extracts are alike.  Each extract is custom-tailored.  The researcher, 
by means of a series of choices, places an order, selecting:  
 country (or countries) 
 census year(s) 
 variables (age, sex, educational attainment, etc.) 
  sub-populations (e.g., female heads of households aged less than twenty five years 

along with all other co-resident persons in the selected household)  
 and sample density (either as a percent or number of cases).   

21. The IPUMS extract engine fulfils the request by generating a dataset containing only the 
requested microdata and the corresponding set of DDI compatible metadata as well as a 
codebook suitable for constructing a system file in SPSS, SAS or STATA.  Copies of 
original source metadata are available from the web-site.  Most importantly the integrated 
metadata are readily available in interactive form.   
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22. At the UN-ECE Expert Group Meeting on Statistical Data Confidentiality, November 
2005, we explained the IPUMS-International data dissemination procedure as follows 
(McCaa and Esteve 2005):   

When the extract is ready (usually in a matter of minutes), the researcher is notified 
by email that the data should be retrieved within 72 hours. A link is provided to a 
password-protected site for downloading the specific extract. The data are encrypted 
during transmission using 128-bit SSL (Secure Sockets Layer) encryption standard, 
matching the level used by the banking and other industries where security and 
confidentiality are essential. The researcher may then securely download the file, 
decompress it and proceed with the analysis using the supplied integrated metadata 
consisting of variable names and labels.   

23. This method of dissemination has weathered the test of time, and indeed as usage soars, 
the rapid acceleration of internet transmission speeds has validated the IPUMS approach.  

24. In 2011, 8,048 extracts were made from the IPUMS-International website, totalling 
40,142 samples and 281,640 variables.  The average number of extracts per country was 
almost 150 samples for the 55 countries represented in the database for the full year 
(Table 2).  Nonetheless, usage by country varied greatly.  The smallest number of 
extracts, 127, was registered for the 1997 census of Palestine. The greatest number, 712 
was registered for sample of the 2000 census of Brazil.         
 

Table 2.  Rank of the Top Five and all European Countries plus Canada and the USA  
by Number of Extracts for the 2000 round census (statistics for calendar year 2011) 

Rank Country Sample %* Variables (n)* Years of census samples Extracts 

1 Brazil  5 106 1960, 70, 80, 91, 2000 712 

2 Mexico  10 120 1960p, 70, 90, 95, 2000, 05 626 

3 United States 5 92 1960, 70, 80, 90, 2000, 05 554 

4 Colombia 10 120 1964p, 72, 85, 93, 2005 516 

5 South Africa 10 108 1996, 2001, 2007 428 

7 Canada 2.5 59 1971p, 81p, 91p, 2001p 409 

9 France 33 94 1962, 68, 75, 82, 90, 99, 06 380 

10 Spain 5 99 1981, 91, 2001 366 

13 Greece 10 89 1971, 81, 91, 2001 327 

18 Austria 10 75 1971, 81, 91, 2001 310 

25 Italy 5 81 2001 285 

26 Portugal 5 96 1981, 91, 2001 283 

29 Romania 10 97 1976, 92, 2002 272 

30 Switzerland 5 79 1970, 80, 90, 2000 266 

32 United Kingdom 3 47 1991, 2001p 263 

38 Hungary 5 74 1970, 80, 90, 2001 222 

42 The Netherlands 1 33 1960p, 71p, 2001p 211 

45 Slovenia 10 80 2002 185 

48 Belarus 10 84 1999 179 

 Total samples extracted for 55 countries (162 samples) available from January 1, 2011.  8,048 
*2000 round census; refers to all integrated variables, including IPUMS constructed variables. 
“p” = person sample; all other samples are of households 

25. Brazil, Mexico and Colombia predominate in usage not only because their samples offer 
lots of variables and a long series covering a half century of dramatic demographic 
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transformations, but also due to the fact that many Latin American emigrants reside in the 
United States and thus it is possible to analyze these populations in a single integrated 
database, whether the researcher resides in the country of birth or in the two most 
important countries of emigration—the USA and Spain.   In addition, all the Latin 
American samples, as well as those for the United States and Spain, are high precision, 
household samples with richly detailed, extensive information on migration, economic, 
social and demographic variables of both individuals and households.   

26. For the year 2011, 1,011 researchers qualified for access to the IPUMS-International 
database, representing 98 countries.  The IPUMS-I “Top 33” institutions in terms of data 
usage represents fourteen countries and includes many of the world’s premier universities 
and research organizations (see Appendix C).      

27. Future initiative:  trans-border on-line tabulator.  The Center for Demographic Studies, in 
collaboration with the Minnesota Population Center, is designing new tools to foster 
trans-border dissemination of European census microdata. As part of this effort, the 
IECM online tabulator of integrated variables for European census samples is currently 
under development. This will add a fast and convenient tool to explore the contents of the 
database before making an extract.  Researchers will be able to do exploratory analysis or 
obtain some basic figures without the need to download microdata.  The IECM tabulator 
is built upon REDATAM, a trusted and secure UN software to provide access to census 
microdata (www.eclac.org/redatam/). Researchers may access a single sample or multiple 
samples, as research needs dictate.   Access will be restricted to registered researchers.  
The microdata will be identical to the integrated samples disseminated by IPUMS-
International and will be subjected to the same statistical disclosure controls.      

IV.  Conclusion.     

28. When we began a decade ago, we dreamed of integrating samples for 21 countries in ten 
years.    Thanks to the generous cooperation of National Statistical Offices and 
undreamed of technological innovations, that number has tripled (including South Sudan 
as no. 63), and the integration of samples continues.  The number of users and the amount 
of use also far exceeded our expectations.  For the second decade, we dream of doubling 
the number of users and doubling again the number of samples.  High precision samples 
for the 2010 round of censuses will be crucial to our success.   

29. Participating statistical agencies are invited to entrust metadata and microdata for the 
2010 census round at their earliest convenience.  Agencies not yet participating in the 
IPUMS/IECM initiatives are invited to consider doing so.  Researchers who have yet to 
access the IPUMS/IECM microdata are invited to peruse the metadata and submit an 
application to use them should their research needs require. 
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Appendix A.  Example of Uniform Memorandum of Understanding between the 
University of Minnesota and National Statistical Offices (Italy, 2006).     
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Appendix B.  Snippets of Application Form to Use Restricted Microdata disseminated 
by IPUMS-International.  See:  https://international.ipums.org/international-
action/register/0 

 
.... [omitted] ..... 

 
........ 
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Appendix C.  IPUMS-I Top 33 University/Research Institutions by Number of Extracts 
– 2011 

Institution                                                              Extracts
Columbia University 558
University of Hong Kong (Hong Kong, SAR) 309
University of Michigan 296
Arizona State University 256
Institute for Health Metrics & Evaluation (Seattle) 245

Universidad Nacional de La Plata (Argentina) 205
Harvard University 205
National University of Singapore (Singapore) 198
Centre of Demographic Studies (Barcelona, Spain) 185
Dartmouth College 177

Baruch College 152
University of Virginia 141
Vienna Institute of Demography (Austria) 138
United Nations-Habitat (Nairobi, Kenya) 134
University of Stirling (Scotland, UK) 110

University of Pennsylvania 108
Institute of Political Studies (Paris, France) 107
Vanderbilt University 105
University of Colorado at Boulder 90
University of Cape Town (South Africa) 88

University of Chicago 86
University of Guelph (Canada) 85
World Bank 81
University of California at Berkeley 77
Brigham Young University 76

Pompeu Fabra University (Barcelona, Spain) 75
Pew Research Center 74
Inter-American Development Bank 73
University of Groningen (Netherlands) 72
Kenyon College 70

London School of Economics (UK) 62
Bocconi University (Milan, Italy) 59
Indiana University 57

 
Source: IPUMS-International User Statistics Database, January 1, 2012 (list excludes IPUMS’s home, the University of 
Minnesota) 

 


