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Statistical confidentiality and privacy.
Implementing IPUMS-International
technical protocols in CSPro/IMPS
www.ipums.org/international
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Michael Levin and Robert McCaa
Harvard University School of Public Health
Minnesota Population Center
jlevin0O@yahoo.com and rmccaa@umn.edu
“Inadequate use of microdata has high costs”
--Len Cook (2003, registrar general, ONS)
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See “Inventory” IPUMS-Global (first 10 years)
handout dark green = integrated and disseminating
(44 countries, 130 censuses, 279 millon person records)

| Inventory: * = IPUMS confidentiality protocols used

Entrusted to IPUMS None entrusted
Mollweide projection

Microdata
M integrated into IPUMS Noneinventoried &
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MPC: largest provider_of integrated microdata to
trusted, non-commercial researchers

Outline: IPUMS: statistical confidentiality methods
1. IPUMSi: A restricted access, web-based microdata

dissemination system
2. IPUMSi: The trusted user/institution approach

» A. Legal Disclosure Controls

» B.Administrative Disclosure Controls

» C. Technical Disclosure Controls

» Example: Saint Lucia, 1991

3. IPUMSi Technical Protocols in CSPro/IMPS:

» Design
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| Remonstration of concept

International History
(census) (19t c.)
USA (census
( M GIS
Employmen
Health
Time-Use
I Min 2
MPC b

IPUMS-Caribbean
dark green = integrated and disseminating (1 country, 4 censuses)

Integration calendar
2010: Cuba,

Saint Lucia
2011: Jamaica
2012: ?

ublweide projecton
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1. IPUMS-International: Goals

1. Inventory census microdata and documentation, world-wide

2. Recover and preserve at-risk microdata and documentation

3. Integrate anonymized census microdata and documentation

4. Disseminate--without cost--extracts of anonymized samples to

bona-fide researchers worldwide, regardless of country of
birth, citizenship or residence.
»  Sustained funding 1999-2015—6 grants of 5 years duration:
»  National Science Foundation (USA): 3 successive grants
»  National Institutes of Health (USA): Latin America, Europe, Eur-Asia
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IPUMS-International: a restricted-access,
web-based microdata extraction system

»Researcher licensed to access microdata: 1/3 rejected
»NO: Public access, source files, or complete datasets
»Licensed researcher selects:

»Countries,

»Censuses,

»Cases/sub-populations,

»Variables, and sample densities

»Extract engine queues request, generates extract
»Password protected: to make and retrieve extracts

»Researcher retrieves extract via web with SSL 128-bit
encryption and analyzes using own wares (soft/hard/wet)

M PC MINNESOTA
POPULATION CENTER

See “10 tips” handout m
6 steps using AREA
www.ipums.org/international:
2a. Study documentatlon \E/ ‘”

2b. Design extract 3' Receive email:

logon with p/word

1. Logon

va (also SAS,
4. Download { : -
extract (SSL ‘ Bl

encrypted)

6. Analyze
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IPUMS-International: world’s largest disseminator of
integrated microdata to trusted, non-commercial
researchers

1999: Founded by Steven Ruggles and Bob McCaa,

—restrict access to trusted users, and apply corresponding
confidentiality techniques

» 2002: 1strelease of integrated samples for 7 countries; >200
users in first year
» Big success! 80+ countries signed; 70+ entrusted microdata to
IPUMS, datasets for more than 250 censuses, >180 entire
datasets
» 2006...
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IPUMS-International: world’s largest disseminator of
integrated microdata to trusted, non-commercial
researchers
» 1999: Founded

» 2006, 34 release:
» data for 20 countries, samples for 63 censuses,
» 185 million person records,
» >1,000 users

» 2010, 7th release:
» data for ~50 countries, samples for ~160 censuses
» ~300 million person records
» >4,000 users

» Note: data extracts are provided only to licensed users.
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2. IPUMS-International
The “trusted-user/institution” approach
to disseminating integrated,
anonymized microdata extracts

Disclosure Controls:

A. Legal: Memorandum with NSI

B. Administrative: License with researchers
C. Technical: Sample, Data modifications
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3 kinds of confidentiality protections:

A. Legal: Dissemination agreement between University
of Minnesota and each National Statistical Institute
»  Uniform 11 point Memorandum of Understanding regarding:
ownership, use, authorization, restrictions, confidentiality,
security, publication, violations, sharing, arbitration, and
order of precedence

B. Administrative:

C. Technical
12
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A. NSI with U. of Minnesota

A. NSI with U of Minnesota

r....,...u.u.‘." = ;
< i d Sy e Letter of Understanding (2005)
9. Violations. Violation of the user license may lead to professional censure, loss of
umplm ment, and/or ¢ivil prosecution. The University of Minnesota, national and

| seientific organizations, and the [Official Statistical Institute of Country X|
will assist in the enforcement of provisions of this accord.

6. Security. Users will implement security measures to prevent unauthorized
access (0 microdata acquired from Integrated Public Use Microdata Series
International or ite partners.

. Violations. Violation of this agreement may lead to professional censure
and/or civil prosecution,

o
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— B. License with researchers

Restricted Access web-based system

3 kinds of confidentiality protections: |
L Legally-binding license agreement
A. Legal: P (I: »forces would-be intruder to violate law by
which they can be fined and/or jailed
> U E »Researcher’s institution sanctioned
M g »protects privacy and confidentiality
E »assures proper use
B. Administrative: conditional use license between the S Access limited to:
University of Minnesota and each researcher »
»  Permission to use restricted access microdata, 3 criteria: »
research need, research competence, and agree to abide by »
conditions of use license
C. Technical »
15 » 16
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B. License with researchers
Restricted Access web-based system

Legally-binding license agreement

Access limited to:
. »Bona-fide researchers (credentialed)
S »with demonstrated scientific need
»who agree to abide by license
restrictions
»Confidentiality
»No redistribution, no commercial use
»Data safely secured
»Alleging that a person can be or has been
identified is a violation
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Superdtor/Department Head/Class Instructor Mame:

| B i e L Te 1 email addre:

All information wdll he kapt confidential.
All infrmation on this farm b required for registratian unlnss atheradie indicated.
Parsonal lnfor matisn Street Address 1:

Address [institutsanal # none, enter personaly

by Hame: [ street Ada

Ciny, State/Province, Zip:
Family Hame: |

Employer/institutional affilintion:

Name, Position and Identifying e-mall address and webpage,
i

SuperdsariDepartmant Hesd/Class Instructar Hame: |
omall address: T
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 for this project:

Address firstitutional il nene, snter peromal);

Steeat Address 1d Funding research, other than employer, if any.
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[ \J #fice for Human Subject Protactions, Professionsl Conduct
21 f 50, pleare Indicate name

MECMLNN::MA gilar committee? ;
POPULATION CENTER Us1vemsiTy oF MissEsoTa) L I LoN CENTER

22

Lisavaesiry oF Missesoral

Field:

Antizipated Resitr

the daca. Tha sesrpton 2 Damography Exercics/Papar

Hhstery

Sucislogy

rienal dity wnd oy

N o of b er which Ineprated
X misrodats ssmeles dutrbuted by Integrated Publc Uis i eaath miy be wed, The
e oa ] lceme b valid for one veer and may be renewed.

[ trata st ot e sedintributed without suthosization

W st et

ional agremne
o nrasaseeh team, grous or slate

slivtian raquisee the

Wariables
Census Questionnaires

i whach o meock ke e b 2

A R 23 | 2

by MPIC nesor
i M EsoTAl POPULATION CENTER Usivaestty oF Missesora)




12/18/2009

= Data wwict nat ba redistributed without suthoization, ) [T e wicrodsta mant alwras b safsly sscmed, I

Users will imglemant securhy memures, such as the use of paswords, to prevect unauthoriaed ac
sequired from integrated Pusiic Lre Mierodaes Series isternational, its pastners ar sutherized ditribu

mizradata
Upan the

eroes. Under IPUMS-
s i prodibited. Lach membar

dully, & chinge of ar

atracted from the IPURE-
3 agreenants with co

eh Loim, group ¢

iy be retained onity H they can be secursly guarded, W secuity cannot be

complet

e deitroyed

L Schvotas by publication ars patmithed, sed it be sited wwuu—ly)

publ

v of tha fie

idusl, That parsen s spply for ceaes

The 1
ather " 3 unittan spprmal

P mxclutivn purnoeet of tesching and seheliely retnarch, and may net be uted for ary

Baries
mithar.

their werk with these dits
@ vedistibnition of the i odata s sty p(nhbnld)
Losarian of i Ncemse agecment wilsesul n disciplinary acton. inchuding povibl los of emplaymegt—>

quirad fram tha Intagratad Dusile L
wting veriture elther privitedy, or stheraive

re requ

radats Sariss Wekarnational o sthar

Usare ara prabibited fram uelng micradat
wotharized dstrisetort In the purrut o ey commarchil or incone-gece

T of the micrordata mant follaw strict rutes of contidentiatity. ) !

Usere will maintain the confidentistty of perrons and husaholdr. Any attempt to sscertain the Identey of cartons or
seta, b probibited. Allegiog thet 4 pe
1 right remal tha idmny of par

ad b o revesation of Ut Reense, recell of all

ths agresmant wi

14 seguired, a mation of seraurs o

the ralma
and the ratianal stati

[ User asees to noti t by dndividasls or deriis o7
- forves
Must click acceptance of each End of applic¥h ;
restriction to gain access. S IMPese

MPIC unesor |
N POPULATION CENTER Lisivresiry oF Missesoral POPULATION CENTER Lisiveesiry oF Missesoral

LEIEUD WUES LU s

C. 9 Technical Disclosure Controls C. Technical Disclosure Controls
(Thorogood, 1999) Example: Saint Lucia, 1991 Census
L. Restrict access to samples e e s, O A o, s o
2. Limit geographical detail 3' settleglen%, e?\umeration éistri’ct, séhogﬁdentifigatioh: retain urban-rural
: . Recode sparse categories (n<25)-> “other”.
3' ReCOde Sparse Categorles »  Type of dwelli_ng: suppress townhouse, barracks
4. Truncate top and bottom codes > Type of ownership: Suppress sauated, leased
5. Construct age from birthdate, if necessary > T¥pe of ro0f: suppress 5 categories
. . . » all material: suppress 5 categories
6. Suppress: date of birth, precise place of birth » Water supply: suppress pubwell
7' Migration: timing/place not Identlfled in detall Z g}?:igtal:iggri‘::ngﬂpspllj'zs;eéﬁig::e, Portuguese, Syrian-Lebanese
8. Identify place of residence by major civil division e e bicycle
(p0p>20_k, 60k, 100k, 250k, 1 million—i.e., national »  Type of school: technical institute, university
convent|0n) »  Number of hours worked last week: 5 hour groups. , 70+
s . »  Pay period: suppress quarterly, annuall
9. Suppress any sensitive variable requested by NSI 5 Ocelpation, industry, training code: reduce from 4 digits to 1213 .
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C. Technical Disclosure Controls C. Technical Disclosure Controls
Example: Saint Lucia, 1991 Example: Saint Lucia, 1991
4. Top-bottom code 5. Suppress:
» Number of rooms: 10+ » date of birth, precise place of birth, type of work wanted
»  Number of bedrooms: 7+ 6. Migration: timing/place not identified in detail
»  Number of radios: 4+ »  Country last lived: suppress 37 categories
»  Number of t‘_’53 3+ »  Year of immigration: <1948
»  Number of videos: 2+ . 7. Identify place of residence by major civil division
»  Number of emigrants in dwelling: 2+ (pop>20k, 60k, 100k, 250k, 1 million—i.e., national
» Age: 81+ convention)
» Age at first child: <=14 »  all suppressed
» Age at first union: <=14, 41+ . . )
5> Age atlast child: <=14, 45+ 8. Suppress any sensitive variable requested by NSI:
» Number of school subjects: <=3, >=7 »  none (as yet)
» Income categories: 8+
- - 29 - _ 30
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3. Implementing IPUMS technical protocols
using CSPro/IMPS
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Join us at the 58t™ ISI: Dublin, Aug 21-26, 2011
http://www.isi2001.ie

T »  IPUMS
ISI zo11 Workshop,
Aug 19-20.

-.Il @ »  Microdata
A sessions.
T - »  IPUMS
DUBLIN & Funding for
delegates from
developing
countries.
» IPUMS booth
»  Participate in
IS1 sessions.
»  Network with
stat offices,
international
agencies, etc.
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B. Demonstration of Concept:

E s 4 oritanlen (i 1, Comtral Statistics Office, Ireland)
al P : Usivwnesiry o Missusoral
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Thank you!

More:

www.hist.umn.edu/~rmccaa/ipums-global

.3
e

Lisbon workshop (2007):
Saint Lucia report

* k k k k%
Contact: rmccaa@umn.edu
this ppt is also available at:

ipums-global
(See “Saint Lucia Seminar”)
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see: Durban workshop (2009):
Microdata recovery, Jamaica report
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